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This report presents a comprehensive literature survey exploring the intersection of foundational
models (FMs) and Federated learning (FL), detailing and characterising existing methods for training,
customizing, and deploying FMs using FL. It provides extensive comparisons between the methods,
highlighting their advantages and disadvantages, and offers practical perspectives on adopting and
developing the methods presented by comparing their complexity, efficiency, and scalability.
Moreover, the survey explores the application of FMs using FL in the healthcare domain, an area
currently underserved by existing literature, thereby highlighting an opportunity for future
developments and impact for FLUTE.
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1. Introduction

Federated Learning (FL) allows multiple parties to collaboratively train a machine learning (ML)
model without exchanging or transferring private data . Its main goal is to improve ML
algorithms by integrating siloed data, which would otherwise remain isolated and underused. For
example, using patient data from different hospitals to improve diagnostic ML algorithms would be
challenging without FL

As ML models and datasets grow, particularly with the development of Foundational Models (FM)

, training them requires more computational resources and diverse data sources. However, high
quality data is often siloed due to privacy concerns. In the context of the FLUTE project, WP9
explores how FL can enable new data sources for training FMs, improve resource sharing, or use
pre-trained FMs, to develop robust collaborative ML models. While both FMs and FL aim to improve
ML models, their approaches are orthogonal. FMs are trained using large datasets integrating
diverse sources and fine-tuned for various tasks [ 7], , . In contrast, FL allows multiple parties
with similar data to train specific models without centralizing or sharing private data, thereby
preserving privacy.

The large size of FMs and the overhead of FL present challenges such as managing bandwidth,
minimizing training latency, and ensuring efficient, private data transmission . Furthermore,
there are higher-level concerns regarding the trade-offs between privacy and performance, fairness
among participants, and unclear ownership models for integrating FMs in FL . This integration
requires addressing technical, legal, and organizational challenges, such as model compression and
guantization to reduce overhead and incentivization structures to define benefits and
ownership for participating nodes

In this report, we present a comprehensive literature review focused on identifying, categorizing,
and describing technical methods that integrate FMs and FL. The document is organised as follows.
We present background information about the methodology used to discover the algorithms
presented and their classification using a common taxonomy ( ) followed by a comparison
of the algorithms ( ), a discussion about the use of FMs and FL in healthcare ( ), and
a discussion about practical perspectives on adopting and developing novel methods ( ).
Insights and recommendations for the FLUTE project are introduced afterwards ( ),
followed by conclusions ( ). We also discuss prerequisite information about FL, FMs, fine-
tuning and knowledge distillation (KD) in

2. Background

This section outlines the methodology used for the literature survey and presents the taxonomy
used to classify the reviewed methods for integrating FMs and FL.

2.1.Methodology
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To identify potentially all methods at the intersection of FL and FMs, we performed a systematic
literature review ,aimed at identifying, classifying, and evaluating the strengths and weaknesses
of various methods. The study protocol was designed following the guidelines of and

4200 initial articles 1840 articles after 260 articles after title
retrieved duplicate filtering & abstract filtering

6 articles from 42 articles after
snowballing complete review

Figure 1 - Selection of articles using the filtering criteria.

To ensure comprehensive coverage of academic and potential non-academic studies, the search
strategy included multiple information sources. Initially, we used the Google and Google Scholar
search engines. While these engines are known to encompass many other information sources
commonly used in literature reviews , we also used the ScienceDirect and Scopus search engines
to further broaden the search. For each information source we used the first five pages of answers.
ScienceDirect and Scopus were queried using the APls, limiting the number of answers to fifty for
each query.

To define the queries, we followed several guidelines and initially defined terms that
comprised of two elements. For the first element, we used the term federated learning, and for the
second element we used the term foundational model along with various synonyms for the
techniques used to develop or use FMs. These included self-supervised learning, pretrained models,
fine tuning, distillation, transfer learning. Additionally, we created two variations of these queries
to make them more specific. First, we added an element suggesting the medical domain using the
words medical and healthcare. Second, we added an element suggesting the practical application
of these methods using the words application, implementation, development, and deployment. A
complete list of keywords is provided in

To filter out irrelevant documents, we first removed duplicates based on the article titles, and
restricted the search to articles published from 2021 onwards, as this year corresponds with the
first developments in FMs. Afterwards, we reviewed the titles and abstracts of the remaining articles
and discarded those that did not align with our goals. The remaining articles were fully read and the
initial list of articles was complemented from their references using a snowballing strategy .An
illustration of the article filtering process is provided in

2.2. Taxonomy



Funded by
the European Union

(| le

When attempting to classify the articles discussed in this report using taxonomies presented in the
literature, we found that no existing work could categorize them into distinct, nonoverlapping
classes based on the algorithms presented. For example, the taxonomy proposed by , While
compelling, exhibited significant overlap between classes and provided only representative
examples for each technique. Upon trying to scale up their taxonomy, we found that the fine
granularity of their approach made it difficult to fit some methods from our study. Therefore, to
classify the methods, we developed a broader taxonomy that is compatible with all proposals in the
literature but adheres to more stringent classification criteria.

Foundational models using Federated Learning

| |
e
| |

Aggregation Selective

Partial

Additive

Test-time
adaptation

Additive

Contraction

Distillation

Compression,
Pruning,
Quantization

Figure 2 - Taxonomy of methods for training or using foundational models using federating learning.

Initially, we classified the articles based on the stage of the development life-cycle into three
categories: (i) train — focusing on techniques for pre-training FMs using FL, (ii) customize — focusing
on the adaptation of FMs for specific tasks using FL, and (iii) deploy — focusing on the use of FL to
run inference for a pre-trained or customised FM. Within each of these categories, we further
defined sub-classes based on the core algorithmic technique used to develop the methods. An
illustration of this taxonomy is provided in . We observe that for certain classes, such as

10
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those used to customize FMs, it was possible to define more fine-grained sub-classes due to the
diversity of the algorithms used. Conversely, for other classes like the deploy class, where fewer
techniques have been developed, the taxonomy is coarser. Comprehensive details about the class
definitions are discussed in , where the methods belonging to each class are introduced.

3. Methods

Server Server Server
Colect Integrate Update Colect Integrate Update Integrate Update
parameters parameters parameters parameters parameters parameters parameters parameters parameters

Client 1 Client n Client 1 Client n Client 1 Client n

Global, public Global, public Local, private Local, private Model input Model input
parameters parameters parameters [P

(global (global
model) model) Private pre- Private pre-

Global, public Global, public

arameters arameters 8 X
P P trained model trained model

Figure 3 - Overview of pre-training methods for FMs using FL

3.1.Train

Although collaboratively training FMs using FL can offer access to high-quality siloed data, it is also
the most challenging use-case as communicating large model updates leads to substantial
communication overhead. Managing large datasets and models requires innovative
communication-efficient algorithms and compression methods . Additionally, handling
heterogeneous data distributions and varied computational resources across nodes poses further
challenges . Due to these challenges, few publications attempt to pre-train entire FMs, with
most focusing on adding parameters or pre-training only a subset of the FMs collaboratively. This
technique is also known as continuous domain adaptation, where off-the-shelf FMs are further pre-
trained on more specific data

To initially categorize the algorithms in this class, we first consider the parts of the model used for
pre-training: (i) entire — where the whole model is pre-trained using FL, (ii) partial — where only parts
of the model are pre-trained using FL, and (iii) test time adaptation — where the pre-training phase
adjusts specific parameters or inputs for customization or deployment using FL — such as modifying
the prompts used to better suit the context or specific user requirements. An illustration of these
methods is provided in , focusing on the parts of the models that are trained collaboratively.
On the server side, most algorithms discussed in this section use Federated Averaging (FedAVG)
( ) or its variants for parameter aggregation, but implement novel techniques to
minimize the parameters transmitted over the network. Within these classes, several sub-categories
could be identified, detailed in the following sections.

11
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3.1.1. Entire model pre-training

The methods presented in this section can be classified into methods that aim to pre-train FMs using
FL, discussed below, and those that improve the aggregation algorithms used on the server, detailed
in the aggregation paragraph. This distinction was made because novel aggregation methods can,
in principle, be combined with other pre-training techniques.

conducted one of the first empirical studies on pre-training a FM in FL, training a
Word2Vec model collaboratively with a small number of clients holding large text corpora. They
used FederatedSGD , Where the only changes were context-specific decisions like merging client
vocabularies. While the final model did not improve performance significantly, the study showed
the feasibility of training FMs using FL. further optimized training by combining
efficient local and global gradient updates with data parallelism techniques typically used for large-
scale FMs (e.g., distributed data parallelism). Besides these optimizations, the authors used a larger
set of local updates before updating the global model, which reduced communication costs and
proved effective when scaling the dataset size.

While these articles focused on using existing techniques without introducing novel methods, they
demonstrate the viability of pre-training FMs in FL settings. first adapted pre-
training techniques for FMs by modifying Bootstrap Your Own Latent (BYOL) ( ) to run
in FL. In their approach, each client trains a BYOL-like model locally using contrastive learning, with
one encoder updated via gradient descent and the other via Exponential Moving Average (EMA).
Every n epochs, clients upload their EMA encoders to the server, which merges them using FedAVG
and sends the updates back to the clients. The clients can then dynamically choose to replace their
EMA models with the global one while maintaining consistency with their local data. The novelty of
this approach is that only the EMA encoder is updated globally, reducing communication overhead.

also introduced a method using contrastive learning in FL, allowing clients to adapt their
local models on demand. Unlike , they performed contrastive learning at the model
level, aiming to minimize the distance between local and global model features by contrasting them
at each training step. The global model is updated using FedAVG every epoch, and after the update
the contrastive loss is used to update the local model. This removes the need for an EMA encoder,
as the global model acts like it. Nevertheless, the communication costs increase as the global model
is updated at every epoch.

examined the advantages and disadvantages of choosing different pretraining
techniques, and evaluated their impact of running them in FL. They conducted an empirical study
comparing SimCLR, MoCo, BYOL, and SimSiam ( ) pre-training methods in FL. The
authors found that non-contrastive methods such as BYOL perform better, and while EMA is not
essential, it improves performance. To further investigate EMA’s influence, they replaced the
update of the local EMA encoder with the global model, as performed in , with an EMA update
on the global model where the decay rate is dynamically set by all clients. This technique led to
performance improvements, as the EMA model is more adapted to local data.

12
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presented a method where each client first pre-trains an individual model, and
then a global model is adapted using a separate alignment dataset. At each epoch, the server sends
a subset of this dataset and the corresponding global model embeddings to all clients. Clients then
compute the similarity between their local embeddings and the global embeddings, and send their
local embeddings back to the server. The server aggregates these representations and sends the
results back to the clients, which continues training by maximizing the embeddings similarity. While
this approach outperforms previously discussed methods such as , it incurs high
communication costs due to the exchange of data and embeddings. Some of these costs are
alleviated by using a smaller alignment dataset. However, the need for a small dataset is not
guaranteed by the method. run an empirical study on pre-training FMs using FL,
investigating distinct factors such as data heterogeneity, the client’s contribution to the final
metrics, as well as the influence of the client’s dataset size in relation to performance and speed.
They found that using FMs can have both a positive and a negative impact on the local models,
depending on how skewed the data distribution is between clients. The authors also found that
having more clients with less data, instead of less clients with more data, can impact the
performance of the FMs, and note that performing less updates from clients with less data can
improve the communication efficiency without loss of performance.

Aggregation To improve FedAVG and address potential scaling issues with the embedding norms
during local updates, introduced an additional L2 feature normalization, moderated
by a client-specific scaling factor. This technique demonstrates improved performance when applied
to both pre-training and fine-tuning, and could potentially be integrated with the methods discussed
earlier.

introduced a new aggregation method aimed at reducing bias from
heterogeneous clients during model aggregation. In their approach, each client performs local
pretraining and uploads its models to the server. The server then computes a layer-wise weight for
each model’s contribution to the final global model, using a weight metric measured as the cosine
similarity between the client’s model and the global model from the previous iteration. The method
can be interpreted as a weighted, layer-wise FedAVG, which improves both the performance and
mitigates some of the biases introduced by clients with more skewed data distributions.

proposed a novel averaging technique based on the Fisher matrix, which merges
local models in the parameter space. The method assumes that each client performs pre-training
locally on all data, until convergence, and only upon convergence merges the models into a global
model, significantly reducing the communication costs during training. The Fisher matrix is used in
the aggregation process to weigh the importance of each parameter, providing information for
preserving parameters that contribute most significantly to the model’s performance. This method
is particularly effective in scenarios where client data distributions are highly heterogeneous,
ensuring that the global model benefits from the most informative local updates.

3.1.2. Partial model training

13
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The methods discussed in this section pre-train only a portion of the FMs using FL and can be
classified based on the parameters used for pre-training. These include methods that add new
parameters for pre-training (additive) and methods that select existing parameters for pre-training
(selective).

Additive assume that the clients already have independent pre-trained models,
obtained either from pre-training on their own data or adopting off-the-shelf FMs, and use these to
pre-train a global FM. In this setting, each client encodes their data with the local model and shares
the embeddings with all other clients. The clients then concatenate all embeddings and project them
through a learnable projection layer to obtain client-specific prototypes for the concatenated
embeddings. These prototypes are shared with the server, which aggregates them using FedAVG,
and sends the results back to the clients. For supervised or semi-supervised tasks, multiple class-
wise prototypes can be used. After receiving the prototypes from the server, each client minimizes
the distance between the local and the global prototype, or can perform contrastive learning if
multiple prototypes are used. Sharing and training only the prototypes significantly reduces
communication costs while enabling each client to contribute more effectively to the global model.
This method improves both performance and communication efficiency. However, it assumes the
existence of pre-trained models for all clients and does not explore the scenario where all clients
use the same FM (e.g., using an off-the-shelf FM). extended this method by
introducing a regularization term based on the magnitude of the prototype weights to address
concerns arising from heterogeneous data distributions across clients. This addition resulted in
further performance improvements.

further used the prototype mechanism to achieve a balance between pretrained
models that provide generic features and more personalized, client-specific features. The
adaptation consists in increasing the training period for clients with more complex data, and
simplifying the local parameters and the training period for clients with limited or noisy data. This
dynamic adjustment helps optimize the training process for each client. Their experiments
demonstrated improved performance in pre-training methods for personalizing the final models,
while being more resilient to bias added by specific clients.

further simplified this method demonstrating that removing the embedding
concatenation and projecting only the features from the local models is also effective. The clients
send only the projection layers to the server, which aggregates them using FedAVG. However, the
authors used projection layers with many more parameters, making them more similar to adapter
layers rather than simple projection layers.

further extended this strategy by also incorporating learnable adapters for the inputs,
in addition to the projections (prototypes) used for the outputs of a FM. The authors trained both
an auto-encoder to map the inputs to a FM (a stage also called input surgery), and use the outputs
of the FM to project them to a common space through a learnable layer. The server receives both
the input auto-encoder and the output projection, performs FedAVG, and returns the aggregated
results to the clients, who then replace their corresponding local components with the global ones.
This approach improves the adaptability of the FM by integrating both input and output

14
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adjustments. However, it also increases communication costs compared with previously mentioned
methods, as the input auto-encoder is additionally trained using FL.

Selective introduced a method to pre-train the BERT language model in FL by splitting
the model into two parts: one trained locally by each client and one trained jointly by all clients. The
novelty lies in splitting the model to have more encoder layers trained locally and fewer globally. To
optimize communication, only a subset of clients participates in each global update, using the
FedAVG algorithm to train the global layers.

introduced a method to select a subset of parameters from the main model to be used
in FL using saliency maps. The L1-norm is used to rank the original model’s weights, and only a small
percentage of these weights, determined by thresholding the L1 score, are sent to the server. The
server performs FedAVG on the received features and sends only these features back to the clients.
The authors demonstrate that this approach accelerates training of FLs in FL by nearly halving the
computational time, while maintaining and even improving performance. This suggests that
performing FedAVG on a subset of parameters can act as a form of regularization, similar to
stochastic weight averaging

3.1.3. Test-time adaptation for training

The methods in this class only optimize the input to the FMs, by collaboratively adjusting it using FL

introduced a method for collaboratively training prompts instead of the entire model.

Their approach assumes that each client pre-trains or uses an off-the-shelf FM on their local data,
and uses FL to optimize continuous prompts, which are learnable vectors directly integrated into
the model’s embedding space. The method introduces a new set of learnable input parameters
representing the continuous prompt and optimizes only these parametersin FL using FedAVG. While
this significantly reduces communication costs, it presents additional challenges, as it assumes
clients can pre-train models independently on their data. Additionally, adjustments are needed, as
the number of clients involved in optimizing the prompts directly affects performance.
proposed a similar method where prompts are trained collaboratively, but the contribution of each
client’s prompt is modulated by a learnable parameter called a key. This technique mirrors the
aggregation methods used in training entire models, but is specifically applied to prompts. Using the
learnable weight (key) enables a more personalized aggregation process, where clients with similar
domains, but different distributions, can customize their contribution to the final prompt.

extended the experiments with continuous prompts to evaluate whether the exchange of
prompts can compromise the privacy of FL, and found that introducing prompt tuning in FL does not
inherently breach privacy.

3.2.Customize

15
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Customizing existing FMs using FL is one of the most attractive use cases, as it is more efficient to
train a FM in a centralized manner or to use an off-the-shelf pre-trained FM and then customize it
using FL. This approach aligns well with the ML development life-cycle, where starting from pre-
trained models has become a standard practice for most tasks. Therefore, the algorithms in this
class are also the most numerous. To initially classify them, we first consider the type of method
used for customization: (i) fine-tuning — where parts or the entire model are fine-tuned in FL using
supervised or semi-supervised learning, (ii) contraction — where the size of the model is reduced
using various techniques, and (iii) hybrid methods — combining fine-tuning and contraction. On the
server side, most algorithms discussed in this section use FedAVG or its variants for parameter
aggregation. Within these classes, several sub-categories can be identified, which are detailed in the
following sections.

3.21. Fine-tuning

Fine-tuning methods involve continuing to train a FM in FL using supervised or semi-supervised
learning. Given that fine-tuning the entire model is both computationally and communication
intensive, most methods in this class focus on fine-tuning only a selection of existing or new
parameters. To further distinguish between these methods, we classify them into two categories:
methods that select only parts of the model for fine-tuning (selective) and methods that add extra
parameters for fine-tuning (additive), both of which are presented in the following paragraphs.

Server

Colect Integrate Update
parameters parameters parameters

Server

Colect Integrate Update
parameters parameters parameters

Server
Colect Integrate Update
parameters parameters parameters

Client 1 Client 2

Client 1 Client 2 Client 1 Client 1

Adapter Adapter

Layer n Layer n

Layer 1 Layer 1

(a) Additive fine-tuning with (b) Additive fine-tuning using LoRA (c) Additive fine-tuning using
adapters in the final stage. adapters. asymmetric LoRA.

Figure 4 - Overview of additive fine-tuning methods, where the grey boxes mean that the added
parameters can be heterogeneous between clients.

Selective Selective methods fine-tune only a subset of the existing parameters of the FM using FL.

Unlike pre-training with selective methods ( ), the methods in this class use supervised
or semi-supervised learning and primarily focus on fine-tuning the bias parameters of a model in FL,
while keeping the rest of the parameters frozen. are among the firsts to evaluate the

performance of fine-tuning only the bias parameters (also known as bias tuning) and compare it to
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adding extra adapters under various settings, including distinct client stability, data distributions,
and differential privacy settings. During training, each client performs a forward pass through the
model, sends the bias parameters to the server, which aggregates them using FedAVG and returns
the outcome to all clients. The authors find that bias tuning consistently outperforms additive fine-
tuning, across distinct use cases involving both language and vision. This performance gap is
maintained across various settings, such as when differential privacy is used for training, or when
all clients operate in low-data regimes. conduct a similar study and arrive at
comparable conclusions using different types of adapters.

present a novel technique that selects a subset of network parameters based
on the L1 norm of the weight matrices at each layer. The algorithm ranks these matrices using the
L1 norm and aggregates only the top n matrices, with n being determined by the specific use case.
This approach significantly reduces the number of parameters involved in the aggregation process.
The authors demonstrate a reduction of more than 60% in the number of parameters for large NLP
architectures such as BERT-Large. However, they observe a less pronounced decrease for smaller
models, indicating that the effectiveness of this technique may vary depending on the model size
and complexity.

Additive Additive methods introduce extra parameters that are fine-tuned while keeping the FM
frozen. These methods focus on adding extra parameters in the final layers, typically called adapters,
which project the final embeddings of the FM and adapt them to new tasks, or on using parameter-
efficient fine tuning (PEFT) (particularly low-rank adaptation (LoRA) — ) to add
parameters at each layer. When using LoRA, a common question arises: should the added LoRA
ranks be homogeneous or heterogeneous, given that some clients may have better computational
resources or larger datasets. Additionally, within LoRA, there is the possibility of adding asymmetric
parameters between the low-rank matrices. An illustration of these methods is provided in

, Where shows the addition of extra adapters, illustrates the use of LoRA with
either homogeneous or heterogeneous (gray) parameters, and illustrates the use of
asymmetric LoRA parameters.

are the first to analyze which parameters of a FM should be fine-tuned for better
precision by comparing fine-tuning directly the last layers of a FM with adding one extra layer to
fine-tune ( ). The authors find that adding extra adapters not only improves the
performance, but also leads to more stable training. test this idea in FL settings and
find out that using an adapter does improve the performance but only in some cases. In other cases,
selecting and fine-tuning only the bias parameters of a transformer leads to better results (discussed
in the selective section above).

extend this idea and propose to first fine-tune only the extra adapter, followed by
some steps in which the complete model is fine-tuned using FedAVG. This second step is shown to
further improve performance; however, it increases the communication costs significantly.

When using LoRA in FL, a key consideration is whether to make the added low-rank parameters
homogeneous (identical) across clients or heterogeneous. Several studies use homogeneous LoRA,
as discussed in , for various tasks. used it to fine-tune a vision-
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language model where the encoders for either the vision or language components are extended
using LoRA. used LoRA to fine-tune large language models (LLMs), while

used it for instruction-tuning LLMs in FL. applied it in scenarios where clients own
heterogeneous FMs, but use homogeneous parameters for fine-tuning, by manually selecting the
layers for parameter addition. In all these cases, the aggregation of global (homogeneous) LoRA
parameters is performed using FedAVG, with the mentioned studies showing consistent
performance improvements across different benchmarks and modalities.

However, using homogeneous LoRA ranks presents a trade-off between overfitting and slow
convergence, especially for clients with more heterogeneous datasets or models (e.g., skewed
distributions) or when personalization is required. In such cases, the definition and aggregation of
local parameters for LoRA can be made more dynamic by introducing heterogeneous parameters.
For example, fine-tuned a multi-language LLM by introducing heterogeneous local
adapters for each language family (e.g., Germanic or Italic), and aggregating only the parameters
relevant to a specific language family globally. This approach helps to mitigate inter-language bias
and offers flexibility for more challenging languages, at the expense of increased communication
costs.

Additionally, proposed a method to assign and aggregate heterogeneous ranks to all
clients based on their system capabilities (e.g., distributing higher ranks to more capable clients and
vice versa). The challenge then becomes aggregating the heterogeneous parameters into global
LoRA parameters. To achieve this, the server pads all ranks to the same size and applies weighting
based on the norm of the singular value vectors for the local parameters. The padded parameters
are then aggregated using weighted FedAVG. This not only improves communication efficiency, as
smaller parameter exchanges occur for some clients, but also acts as a form of regularization that
enhances final performance compared to homogeneous LoRA. further investigated
the padding-based aggregation of heterogeneous ranks and discovered that it introduces
instabilities during training. To mitigate these instabilities, the authors used replication-based
padding instead of zero-padding, which led to more robust and efficient fine-tuning.

More complex approaches, which combine multiple sets of homogeneous and heterogeneous
adapters have also been explored. proposed using two sets of LORA parameters: a
homogeneous set that is aggregated and updated globally, and a heterogeneous that is kept local.
This technique can address skewed distributions between the client datasets or facilitate
personalization. During each training step, the forward pass uses the frozen FM, the global adapter,
and the local adapter. To balance the contribution of the global and local adapters, a weighting
mechanism can be additionally employed. The global adapter is aggregated by the server using
FedAVG, while the local adapter is kept individual for each system. This technique provides further
adaptability without compromising the global performance.

explore this concept in a multi-task setting by defining multiple (heterogeneous) LoRA
parameters for each task. During each training step, only the parameters specific to a task are
aggregated using FedAVG. In scenarios where task labels are not explicitly defined, the authors
introduce a mechanism that employs k-means clustering to group and aggregate the parameters.
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This approach automatically clusters similar adapters from the clients, which are assumed to
contribute to the same tasks, and aggregates them using FedAVG. The method demonstrates
improved robustness in multi-task settings by mitigating cross-task drift. However, it incurs high
computational costs.

introduces additional heterogeneity by modifying one of the low-rank matrices from
LoRA (4, B, ) to add multiple asymetric matrices for B (illustrated in ). This
approach allows specialization for particular tasks in multi-task settings, similar to mixture of experts
(MOE) [9]. During each training step, the matrix A is aggregated globally using FedAVG, while each
part of matrix B is aggregated only with its corresponding part from other clients, also using FedAVG.
The method demonstrates consistent performance improvements even when the combined sizes
of the asymmetric matrices are equal to the initial size of B, providing evidence that specializing
these matrices for particular tasks can improve overall performance without increasing the
parameter count.

In addition to parameter homogeneity, find that the initialization of the LoRA
parameters can introduce instabilities and affect performance, as a single initialization may not suit
all client data distributions. To mitigate these issues, the authors propose to initially fine-tune the
entire model for a few steps, followed by fine-tuning only the LoRA parameters. This approach
provides initialization and momentum from the entire data distribution from all clients, which
represents a better initialization. However, fine-tuning the entire model comes with high
computational costs and may not always be feasible. extend this procedure by
alternating between full fine-tuning and fine-tuning only the LoRA parameters. This method aims to
balance global and local knowledge exchange, demonstrating performance improvements but at an
even higher cost.

further advance this idea by introducing a process similar to simulated annealing.
They propose initially fine-tuning the entire model using FedAVG while applying the L2 norm to all
parameters to mitigate potential client drifts. In the second stage, fine-tuning is limited to the LoRA
parameters, but the ranks are adaptively decreased during training. This stage begins with more
parameters in the early epochs, gradually reducing the number of parameters (ranks) as training
progresses, similar to a learning rate scheduler. However, the method adds overhead for adjusting
the ranks and only improves communication efficiency in the final stages when the number of
parameters decreases.

Instead of fine-tuning the entire FM, suggest initializing the LoRA ranks using the
results of singular value decomposition on the pre-trained weight matrices. This approach
introduces only a minor initialization step which helps stabilize the entire training process.
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Figure 5 - Overview of KD methods

conducted an empirical study on additive fine-tuning in FL and found that, compared
to fine-tuning the entire model, additive fine-tuning offers better defence against certain threat
models, such as data reconstruction attacks. Additionally, they discovered that adaptive fine-tuning
generally performs on par with complete fine-tuning while significantly reducing communication
costs, by factors ranging from 12 to 190 times. However, additive fine-tuning is more sensitive to
data heterogeneity.

3.2.2. Contraction

Contraction methods aim to decrease the size of the models to optimize communication and
computation efficiency. The methods in this class are further classified in methods that transfer the
knowledge from one model to another (distillation) and methods that aim compress the FM
(through compression, pruning, or quantization).

Distillation As discussed in , KD in FL involves transferring knowledge from local
models to a global, in this case, FM. This process is equivalent to training local models on local
datasets and then distilling this knowledge into the FM using a shared dataset . Additionally,
it is possible to distill the local datasets by training synthetic data generators.

This synthetic data can either be shared directly with the global model or used to distill the
knowledge from the local models to the global model. An illustration of these techniques is
provided in , illustrates training local models on private data and distilling the
knowledge on public data and illustrates the scenario where a synthetic data generator
is trained using locally trained models. While the intersection of KD and FL has been explored,
we focus on presenting papers that use FMs or aim to customize pre-trained models. For a more
comprehensive overview of KD and FL, we refer readers to the work of
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are among the first to customize a FM using ensemble KD ( ). In the first
stage of their approach, each client trains a local model on their private datasets. In the second
stage, the local datasets are disconnected, and a central public dataset is used for distillation. At
each training step, the server distributes data to each node, which runs inference on the local
model and sends the results back to the server. The server then aggregates these results using
FedAVG and uses them to distill the knowledge to the FM using the KLdivergence as described
in . Additionally, beyond performing KD only with the final outputs, the authors
introduce a mechanism to also distill the attention from transformer layers, which improves the
overall effectiveness of the knowledge transfer by transferring intermediate features as well.
While the method demonstrates performance gains, especially when compared to training the
model using fine-tuning with FedAVG, it introduces a dependency on the availability of a dataset,
which should be sufficiently large to enable KD between the local nodes and the global FM. While
the method demonstrates performance gains, particularly when compared to fine-tuning with
FedAVG, it introduces a dependency on the availability of a sufficiently large public dataset, that
can facilitate KD between the local nodes and the global FM.

assume the existence of a FM for each client node, assuming the clients can pre-
train their own models or use off-the-shelf FMs. In this setting, each client keeps the FM private
and trains a small-scale proxy model used to exchange the knowledge. The proxy models are
aggregated by the server using FedAVG. assume the existence of a FM for each
client node, either by allowing clients to pre-train their own models or by using off-the-shelf FMs.
In this setting, each client keeps the FM private and trains a smallscale proxy model used to
exchange knowledge. At each training step, KD is used between the FM and the proxy. The proxy
models from each client are then aggregated by the server using FedAVG. This approach ensures
that the knowledge from the private FMs is shared and integrated into the global model without
sharing the models. However, it assumes the existence of FMs at each client, which may not
always be realistic.

introduce a method where the server trains a synthetic data generator used for KD,
as illustrated in . In this framework, each client trains their own local model and shares it
with the server. The server then trains a synthetic data generator using these local models, aiming
to match the semantics of the outputs from the local models with synthetic data. Subsequently, the
generator is used to produce synthetic data, perform inference on the local models, and distill this
knowledge to the global model using KD (as described above). This method ensures that the
knowledge from the local models is transferred to the global model without the need to share the
original data. However, it introduces additional failure dependencies on the quality of the synthetic
data generated, which can impact performance in different scenarios present a
similar framework where the server trains a data generator. However, in their approach, the
generator is also trained using KD, instead of using a semantic loss.

For language-specific tasks, do not train a new generator but instead use the FM
directly to generate new data. In this framework, each client trains a small model on their local,
private data. The clients then transfer their models to the server, which uses them to calibrate the
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generation process and synthesize a new dataset. This dataset is subsequently used for KD, as
described above.

Compression, Pruning, and Quantization While techniques such as compression, pruning, and
guantization have been extensively studied for reducing model size and implicitly lowering
communication costs in both FL and FMs, their intersection has received relatively little attention in
the literature. Compression involves either compressing the weights of local models (e.g., using
singular-value decomposition ) before transmission to the server, or compressing the gradients
for back-propagation (e.g., using stochastich sign-based methods ) and aggregating them on the
server. Pruning involves iteratively removing model parameters with small values during
collaborative training , While quantization reduces the number of bits used to represent the
weight matrices

As these concerns can be considered together with other customization techniques such as fine-
tuning techniques, most of the works for FMs using compression, pruning, or quantization will be
discussed in the hybrid section. The only study on Foundation Models (FMs) without additional
techniques is by , who employ quantization to compress the weight matrices
(excluding other parameters like biases) in a large FM from 32 to 16 bits. To mitigate the effects of
guantization, the authors propose applying a linear (learnable) transformation on the server side
when integrating the aggregated parameters. Additionally, they suggest alternating and quantizing
only a subset of parameters for each client, varying the selection across clients to ensure the server
receives precise updates from clients that did not quantize those parameters. Using these
techniques, they achieve communication cost reductions of over 60% in some cases, assuming that
clients can perform inference on the FM locally and the server can run back-propagation for the
guantized parameters.

3.2.3. Hybrid

Hybrid methods use both fine-tuning and contraction or multiple contraction methods methods to
further improve communication costs.

use selective fine-tuning with quantization to reduce communication costs. Instead
of selecting individual weights, the authors propose partitioning the FM into blocks containing
multiple layers and selecting only some of these blocks for fine-tuning in FL. At each training step,
each block is assigned an importance score using the average L2 norm between the block values
from the last two epochs. The score is used to select only the top n blocks, where n is determined
based on the task. To further reduce communication costs, the selected blocks are quantized using
stochastic quantization before being sent to and aggregated on the server (using FedAVG). This
method demonstrates consistent performance improvements and reduced communication costs
compared to other selective fine-tuning approaches.

introduce a hybrid approach that combines adapter-based fine-tuning with
knowledge distillation. Similar to the dual adapter methods discussed in the additive finetuning
section, each client maintains a global adapter and a local client-specific adapter. During each
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training epoch, clients share the global adapter, which is aggregated by the server and then
redistributed to the clients. This global adapter is used to distill its knowledge into the local adapter
using the client’s local dataset. The proposed method demonstrates consistent performance
improvements over traditional adaptive fine-tuning or distillation techniques. However, it
introduces additional computational constraints due to the local distillation process.

prune the LoRA parameters before uploading and aggregating them on the server by applying a
magnitude-based threshold. Using the shared parameters, the server generates a global
sparsification mask, averages the parameters using FedAVG, and then distributes the parameters
back to the clients. The clients update only the parameters corresponding to the sparsification mask,
retaining all other parameters as they were before sparsification, enabling dense training. This
method demonstrates an order of magnitude improvement in communication costs while
maintaining competitive performance with full LoRA fine-tuning. improve this
method by incorporating quantization of the sparsified parameters, resulting in further size
reduction.

propose a method that combines compression with distillation and adaptive fine-
tuning. Initially, the server compresses the FM into a more compact model by extracting a sub-
model using layer dropout. This sub-model acts as a student model to distill information from the
FM using a public dataset. The compressed model is then used with LoRA and trained within in FL,
as described in the adaptive fine-tuning section.

3.3.Deploy

Deploying models through FL involves performing inference at each client using their local models,
rather than relying on a final global model. This approach can be viewed as delivering an inference
service leveraging the FL infrastructure

The only study that addresses the deployment of FMs using FL is the work by . The
authors proposed projecting multi-scale embeddings from intermediate layers and accumulating
these projections across multiple clients to perform predictions. For example, in a classification task
using transformer architectures, the class token responsible for classification is extracted from
intermediate layers. The choice of layer is determined by the available resources at each client.
Clients with fewer resources can use the token from earlier layers, while those with more resources
can use the token from later layers. The final prediction is an average of the client predictions.

4. FMs and FL in healthcare applications

Healthcare and medical applications are among the most compelling use-cases for FL , and
represent a significant area where FMs can make a substantial impact . However, despite the
potential, relatively few articles have explored the use of FMs and FL in medical applications.

fine-tuned a multilingual FM for medical transcript analysis. At each epoch, the
clients fine-tune the entire model using their own datasets for a specific number of batches and
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upload the entire model to the server. The only optimization introduced is to train the model locally
for a larger number of batches, to decrease the communication costs (similar to ).

introduced a new dataset with eight distinct medical tasks, including classification, anomaly
detection, and generative tasks, designed for fine-tuning FMs using FL. The authors conduct a
comparative benchmark using this dataset. In their setup, each client trains a local model on their
private data and uploads it to a server, which employs FedAVG to aggregate these models into a
global model. The global model is then used to incorporate local knowledge into a FM by
concatenating the global model’s output with the input of an FM. Using a public dataset, the FM is
fine-tuned together with the local knowledge. Using this method, the authors demonstrate
performance improvements across all tasks in the dataset. used FL to develop a
foundational segmentation model based on the segment anything method . The authors
perform additive fine-tuning, where each client fine-tunes additional lightweight adapters for the
segment anything model using their local data. The adapters are then aggregated on the server
using FedAVG. Empirical experiments show that the performance achieved using FL is comparable
to that of centralized training, while significantly reducing the resources required for training.

5. Practical perspectives

From a practical standpoint, choosing the right algorithms to experiment with can be challenging.
This is because many algorithms are interconnected, and their trade-offs beyond performance are
not always evident. For example, it can be difficult to differentiate between various additive fine-
tuning methods and decide which one to prototype first or trace its incremental development.
Furthermore, comparing the algorithms’ performance is not always relevant, as they are tested on
distinct datasets and modalities.

To assist with this issue, we present an initial classification of the methods discussed in this report,
using three criteria. First, we evaluate the complexity of the method, which is estimated based on
the effort required to implement it. For incremental methods, we consider the base method to have
the lowest complexity, with any additional features or modifications increasing its complexity. The
extent of this increase depends on the nature and complexity of the additions. After classifying the
methods based on their inherent complexity, we compared and scaled the base methods
accordingly. Second, we assess the efficiency of the method, which is measured by the amount of
information transmitted from the clients to the server. Here, we follow a similar approach to reduce
iterative methods to their base method and first compare the base methods. Third, we consider the
scalability of the method, which is estimated based on the resources required for both the client
and the server. For example, if a method requires clients to run a FM on their premises, it will have
lower scalability compared to methods that require inference on smaller models. To facilitate
comparison, we classify each criterion on a scale ranging from 1 to 3, denoted as * to *** in

. This classification system offers initial guidance in choosing methods to experiment with first,
based on project constraints, and then progressing to more complex or resource-intensive methods
later on.
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Table 1 - Classification of methods based on their complexity, efficiency, and scalability

Technique
*
Pretrain Entire [6,

]
Partial [68,

]
Test-time
ad.

Customize Fine-tune [67,

]
[52]
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[16]
Hybrid
Deploy [42]
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We observe that, for pre-training FMs with FL, the methods used for pre-training the entire model
exhibit the lowest scalability but also low complexity. This is because basic algorithms can be
employed, but the resources required to run training at each client and aggregate the results are
substantial. Similarly, methods that assume clients can independently train FMs, such as those
described in , have higher complexity and low scalability. In general, pretraining
FMs in FL demands significant resources, as either the clients or the server must perform forward
passes on the model, which are generally computationally intensive. Therefore, from a practical
standpoint, it is best to begin with partial model training, particularly using selective methods that
can be both efficient and scalable. Test-time adaptation methods are suitable only for certain types
of models, such as large language models or text-based models.

For customizing FMs in FL, we observe that methods using adapter fine-tuning with small adapters,
such as adding a final layer, are the least complex and the most scalable and efficient. As discussed
in , these methods also provide good performance, making them a recommended
starting point. More complex additive methods, such as those using LoRA, require forward passes
of the entire model at the clients while aggregating only the additive parameters. This introduces
additional complexity in managing the extra parameters. Similarly, more advanced LoRA methods
that employ heterogeneous or dual adapters further increase complexity, although some, like those
described in , may offer scalability improvements.

From the contraction methods, compression and quantization algorithms are the fastest to
prototype, as they have lower complexity and high efficiency and scalability. Moreover, these
algorithms can be used in conjunction with any other types of algorithms, making them highly
versatile. The KD algorithms are relatively complex. They assume either the existence of an
independent dataset or the ability to train independent FMs or data generators for each client.
These constraints make KD algorithms less practical for many use cases, as they require additional
resources and infrastructure.

6. Insights for the FLUTE project

The lack of healthcare studies using FL and FMs ( ) offers FLUTE a unique opportunity to
innovate. Furthermore, the majority of the articles identified in this study use core FL algorithms,
with almost all relying on plain FedAVG. As FLUTE plans to integrate Privacy Enhancement
Technologies (PET) on top of FL and FMs to further strengthen privacy protections, this presents
another oportunity to develop secure and efficient FMs tailored for healthcare.

Nevertheless, PET technologies add additional overhead, both in terms of complexity, efficiency and
scalability. Therefore, some methods discussed in this study can present challenges when
integrating in FLUTE. Besides the classification introduced in , we present a series of
recommendations for the short and long-time development and impact of FLUTE.

For the collaborative training of FMs using FL, partial model pre-training with additive methods
emerges as an optimal choice for integration with PET . This approach offers lower complexity
and higher efficiency, making it more adaptable to the increased overhead from technologies like
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encryption for shared parameters, while methods for entire model pre-training are still difficult to
run even without PET. Similarly, test-time adaptation methods are tailored to specific models like
LLMs, which have limited applicability to FLUTE’s vision-driven objectives and are generally less
suitable due to their limited applicability.

As discussed in , customizing FMs using FL is the most compelling use case, particularly
for practical applications like the FLUTE study. Here, fine-tuning, hybrid fine-tuning, and contraction
methods such as compression or quantization offer significant benefits in terms of efficiency and
scalability. Additionally, these methods allow for the integration of PET. Therefore, the near-future
roadmap of FLUTE should prioritize the development and adaptation of fine-tuning methods for
PET, particularly selective fine-tuning using bias parameters , or additive fine-tuning
methods where only final layers are added . Studying the trade-offs between integrating PET
technologies with these methods and their impact on efficiency and scalability will likely lead to the
development of improved finetuning methods for FL. LoRA technologies are also very popular,
despite being more complex, and should be considered as well, especially heterogeneous LoRA
methods where client resources can be balanced, such as . Furthermore, LoRA methods are
suited for clientbased personalization, as local adapters can be trained together with global adapters

KD methods have high complexity and often require additional resources, such as clients training
local FMs or using public datasets for distillation. Therefore, a reasonable use-case for KD is to
synthetic data generators , which can be used to train a global model or generate more
data, and can be integrated with other WPs and goals of FLUTE such as generating synthetic data.
In this scenario, integrating PET technologies would occur after local models are trained, presenting
an opportunity as the server is more powerful and can alleviate some of the overhead of PET. If
public datasets are available, ensemble KD methods can be prototyped, as they are relatively
scalable and can accommodate the integration of PET technologies. However, the performance
benefits over fine-tuning are not yet obvious.

Based on these observations, we believe that in the short term, fine-tuning technologies should be
prioritized for integration with PET and FLUTE, and prototyped for FLUTE’s use cases. By analyzing
diverse trade-offs encountered during the integration, novel optimized methods will emerge.
Similarly, KD technologies should be implemented only if specific use cases, such as collaboratively
generating synthetic data, justify their complexity and resource requirements.

7. Conclusions

We conducted a comprehensive literature review on FMs using FL, covering all stages of the
development life cycle, including training, using, and deploying models. Over 260 articles were
manually inspected, with more than 40 identified as relevant for our study. To classify the methods
presented, we developed a custom taxonomy and classification criteria based on complexity,
efficiency, and scalability. This review enables us to propose recommendations and insights for the
FLUTE project, such as prioritizing fine-tuning techniques using selective or additive parameters and
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integrating them with PET technologies developed in other WPs. The relatively low number of
articles using FMs with FL in the healthcare domain opens new innovation opportunities for FLUTE,
and confirms the need for novel approaches in this area.
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This section provides a brief overview of the prerequisite knowledge for FL, FMs, fine-tuning and KD
that is used most frequently by the articles discussed in

A.1 Federated Learning

In FL, the objective is to collaboratively develop a global model by merging local model updates from
participating clients without exchanging the private data stored on their devices. The training
process usually involves a central server that orchestrates communication among multiple clients
and aggregates local updates into a global model. Each client performs local updates using its own
data and transmits these updates to the central server, which then integrates them using various
techniques.

In the most basic implementation, during each training round, every client conducts a forward pass
using a shared model architecture on its local data and computes an update for all parameters using
a shared loss function. The clients then send their model updates to the server, which integrates
them to form a global model and sends the updated parameters back to the clients. This iterative
process continues, with each client replacing its local model with the global parameters and
resuming training as described.

The majority of articles presented in this study use FedAVG to integrate the local client updates,
which is defined as:

K

N
witl — 2 :_wzﬂ
n

k=1 (1)

where nkrepresents the number of samples on client k, and n is the total number of samples across
all clients. This process weights each client’s contribution to the global model according to the size
of its local dataset.

A.2 Pre-training Foundational Models

The main method for pre-training FMs is self-supervised learning (SSL), which involves creating
pretext tasks from unlabeled data. This approach eliminates the need for annotated data, allowing
to significantly expand the training datasets. Some SSL methods are further extended to incorporate
semi-supervised learning, allowing them to leverage any available annotated data. This is
particularly useful when the annotations are not related to the downstream tasks or are noisy.

SSL methods can be broadly classified into three categories (i) contrastive learning methods (e.g.,

), where the pretext task aims to generate similar embeddings for inputs representing the
same concepts (e.g., images of the same organ) and distinct (contrastive) embeddings for inputs
representing distinct concepts (e.g., prostate vs. kidney); (ii) correlationbased methods (e.g.,[5]),
where the pretext task aims to decorrelate embeddings of distinct objects while preserving the
variance of embeddings for similar concepts, and (iii) masked input modelling (e.g., ), where
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the task involves reconstructing original inputs from masked versions of it (e.g., masking words in
sentences or patches of images). Recent studies suggest that, despite their differences in
methodology and training objectives, SSL methods are closely related and may produce similar
embeddings . This is because they minimize criteria that are equivalent under certain
conditions. These methods are independent of the architecture used, being universally applied to
transformer or convolutional based architectures.

The predominant methods used in FL, as discussed in , use contrastive learning
techniques that involve passing two augmented versions of an input through identical decoders,
known as Siamese networks, but updating the decoders differently. The primary decoder, often
referred as the student network, is updated through standard backpropagation. The secondary
decoder, called the teacher network, is updated using different techniques aimed at preventing the
encoders from generating overly the same embeddings, a phenomenon known as feature collapse.
These techniques include the use of momentum or EMA as in BYOL , . Simpler variants that
use a single encoder for both input augmentations are possible but generally less effective e.g., as
in SimCLR . The teacher network is usually the only one updated in FL, using global aggregation.
An illustration of these techniques is provided in

Back propagation
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Augmentation
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Moving average

Figure 6 - lllustration of pre-training FMs using contrastive learning

In all cases, the loss used is based on the InfoNCE contrastive loss

A.3 Fine-tuning FMs and LoRA

Fine-tuning follows the pre-training the FMs on unlabeled data by continuing the training process
using labeled data in a supervised learning manner. This step can be seen as specializing the FMs for
a specific task, allowing the model to leverage the general knowledge gained during pre-training
and adapt it to particular nuances of the task at hand. While all model parameters can be updated
during fine-tuning, resource constraints may induce a more selective approach. One strategy is to
update only a subset of the parameters, such as the final layers (also called adapter tuning), which
can be effective in projecting and adapting the models’ outputs for specific tasks. Alternatively, one
can introduce additional, smaller sized parameters at each layer, allowing the model to learn task-
specific features while keeping most of the pre-train parameters fixed.

30



Funded by
the European Union

([ le

Pretrained Weights
e Wox +
BAXx

Input
(x)

Low-rank Low-rank
(A) (B)

Figure 7 - lllustration of LoRA

Teacher Network

KL
Divergence

Student Network

Back-propagation

Figure 8 - lllustration of knowledge distillation

The most prevalent method for introducing additional parameters, frequently used in FL fine-tuning
is known as LoRA. This method assumes that all model parameters have an intrinsic low rank that
can be adapted during fine-tuning. Therefore, each model parameter (e.g., weight matrix) can be
decomposed into the sum of the initial parameters and a low rank update expressed as WOx+AWXx.
Here WO represents the frozen initial parameters, and Wx is the low-rank update optimized during
fine-tuning. This low-rank is defined by two trainable matrices Wx = BAx, where A encodes the input
to a lower dimensional rank and B recovers the output dimension of the original WO. An illustration
of LoRA is provided in Figure 7. In transformer architectures, LoRA is applied to the attention weights
rather than the multi-layer perceptronss (MLPs) layers.

LoRA can speed up fine-tuning of large-scale FMs with more than 25%, while decreasing the memory
requirements by more than 103. Other LoRA variants, such as quantized LoRA further decrease the
memory requirements by up to 90% [19].

A.4 Knowledge distillation

KD aims to transfer the knowledge from a large FM (called teacher) to a smaller, more efficient
model (called student). This process involves training the student model to mimic the behavior of
the teacher model by matching its outputs, such as logits or soft targets, rather than relying only on
supervised signals such as labels. The most common method for minimizing the distance between
the teacher’s and student’s outputs is the Kullback-Leibler (KL) divergence [24]. In the context of FL,
KD is used to transfer knowledge from local models to a global model by minimizing the divergence
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between their outputs. This approach allows the global model to benefit from the collective
knowledge of the local models. An illustration is provided in Figure
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The complete list of terms used to develop queries for the literature review is illustrated in

Table 2 - List of terms for the queries. Queries were formed by first combining the first and
second terms using the boolean AND operator, and afterwards combining the first, second,
and third terms using the same operator.

First terms Second terms Third terms

Federated Learning Foundational Models Healthcare
Self-supervised learning Medical
Pre-training Applications
Pre-trained models Implementation
Fine-tuning Development
Parameter-efficient fine-tuning | Deployment
Adapter tuning Inference

Distillation

Transfer learning

Compression

Quantization

Pruning
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